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GRDA Family:  

The Cyber Security Team would like to remind you that malicious actors will use the coronavirus 
(COVID-19) pandemic to deliver malware, to steal money and/or personal information, or to spy on 
you through your smartphone's features. We ask that users remain vigilant to COVID-19 related 
scams. As the state develops with the COVID-19 infections, Oklahoma is seeing a significant spike in 
coronavirus scams. 

These scams are coming in the form of malicious websites, text messages, phone calls, and phishing 
emails that are being used to infect user's machines with malware or to defraud the user. Recent 
examples include: 

 Fake coronavirus-based websites, such as corona-virus-map[.]com, coronavirus[.]app, and
vaccinecoronavirus[.]com.

 Phishing emails claiming to be from the Centers for Disease Control and Prevention (CDC)
and other reputable organizations offering information on the virus in links or attachments.

 Phishing emails asking users to verify their personal and financial information for charitable
contributions or to receive coronavirus-related benefits, such as economic stimulus checks,
airline carrier refunds, or general financial relief.

 Fake text messages offering information on the virus or resources related to coronavirus relief,
such as iPhones, payday loans, or counterfeit virus treatments. Illegal robocalls pitching fake
treatments or work-at-home schemes.

Best Practices: GRDA has taken the necessary steps to block these scams, however, we 
recommend that users take the following precautions to protect themselves: 

 Use trusted sources, such as legitimate government websites, for up-to-date, fact based
information about COVID-19. Check for misspellings within a link - for example, an address
that should end with .gov ending in .com or .org instead. (Note, the World Health Organization
uses an .int domain.)

 Exercise extreme caution when responding to individual pleas for financial assistance such as
those posted on social media, crowd funding websites, or in an email, even if it appears to
originate from a trusted source.

 Be cautious of emails or websites that claim to provide information, pictures and/or videos.
 Do not open unsolicited emails or click on the links or attachments in those emails.
 Never reveal personal or financial information in an email or to an untrusted website.
 Hang up on robocalls. Do not press any numbers.

In-related news: On March 21, 2020 the U.S. Justice Department conducted its first enforcement 
action against COVID-19 fraud. As a result, the U.S. district court issued a temporary restraining 
order against the registrar of the fraudulent website. The website claimed to sell vaccine kits and 
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collected credit card information on victims. For full details: https://www.justice.gov/opa/pr/justice-
department-files-its-first-enforcement-action-against-covid-19-fraud 

Following just a few steps will go a tremendous way to securing you and your family at home. If you 
have any questions about working securely at home or suggestions on how to improve our cyber 
security efforts, please contact our service desk by sending an email or calling the IT Help Desk. 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
As a reminder for more informational videos:

OVERVIEW  
Four Steps to Staying Secure: https://www.sans.org/security-awareness-training/resources/four-
simple-steps-staying-secure  
Creating a Cybersecure Home: https://www.sans.org/security-awareness-training/ouch-
newsletter/2018/creating-cybersecure-home  

SOCIAL ENGINEERING  
Social Engineering: https://www.sans.org/security-awareness-training/ouch-newsletter/2017/social-
engineering 
 Messaging / Smishing: https://www.sans.org/security-awareness-training/resources/messaging-
smishing-attacks  
 Personalized Scams: https://www.sans.org/security-awareness-training/resources/personalized-
scams  
 CEO Fraud: https://www.sans.org/security-awareness-training/resources/ceo-fraudbec  
 Phone Call Attacks / Scams: https://www.sans.org/security-awareness-training/resources/phone-call-
attacks-scams 
 Stop That Phish: https://www.sans.org/security-awareness-training/resources/stop-phish   Scamming 
You Through Social Media: https://www.sans.org/security-awareness-
training/resources/scamming-you-through-social-media  

PASSWORDS  
Making Passwords Simple: https://www.sans.org/security-awareness-training/resources/making-
passwords-simple  
 Lock Down Your Login (2FA): https://www.sans.org/security-awareness-training/ouch-
newsletter/2017/lock-down-your-login  

ADDITIONAL  
Yes, You Are a Target: https://www.sans.org/security-awareness-training/resources/yes-you-are-
target  
 Smart Home Devices: https://www.sans.org/security-awareness-training/resources/smart-home-
devices 

Thank You  
Your Information Security Team  
Pedro A. Serrano, CISSP 
Chief Information Security Officer (CISO) 
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